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Integrity: The preservation of the complete, accurate and valid state of information or IT system.
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http://www.ilga.gov/legislation/ilcs/ilcs3.asp?ActID=2702&ChapAct=815%C2%A0ILCS%C2%A0530/&ChapterID=67&ChapterName=BUSINESS+TRANSACTIONS&ActName=Personal+Information+Protection+Act.
http://www.gpo.gov/fdsys/pkg/PLAW-106publ102/pdf/PLAW-106publ102.pdf
http://www.gpo.gov/fdsys/pkg/PLAW-104publ191/pdf/PLAW-104publ191.pdf
http://www.ilga.gov/legislation/ilcs/ilcs3.asp?ActID=3174&ChapterID=2
http://www.illinoisattorneygeneral.gov/consumers/SSN_Protection_Task_Force_Report_2010.pdf
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html
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0 Students, faculty, staff and other users of university information and ITR have the responsibility for secure and
appropriate use and handling of university information and ITR.
ENFORCEMENT:

Any user of the Universityis information and ITR who violates the Information Security Policies and Procedures may be subject
to disciplinary action, which may include removal or restriction of access to prevent any compromise of or damage to University
information and ITR, or to protect the University from liability. Unauthorized access or disclosure of information protected by
legislation (such as FERPA, IPA, HIPAA, etc.) may result in civil liability or criminal prosecution, up to and including dismissal
from the University.

There are supplementary policies and procedures for implementing the principles communicated in this policy to achieve its
objectives. University Information Security Policies are available on the Universityis IT Policies page.

All users of the Universityis information and ITR are to be aware of and be current with the Universityis Information Security
Policies and supporting procedures communicated via:

The Universityis Information Security Webpages

Information Security Channel on NEIUport

UTS Targeted Announcements

Awareness and Training portal

Other activities and events to promote information security awareness at the University
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Acceptable Use of Information Technology Resources
ISO 27001 Information Security Management System Codes of Practice
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