P University Policy

Northeastern lllinois University’s (the “University”) Information Technology Resources (ITR) exists to
support the mission of the University and are to be used appropriately and in accordance with this policy,
related policies, as well as local, state and federal laws.

This Policy sets out the direction, expectation, and guidelines for use of the University’s ITR including, its
network and network resources, hardware and software (including applications), remote technology,
communications facilities, and data.

e All users of University Information Technology Resources (ITR)
e All users who conduct University business using its ITR either from the University’s networks or
external networks.

Information Technology Resources (ITR) - all electronic and technology facilities, services, devices and
data used for information processing, transfer, storage, display, printing, and communications by NEIU.
These include, but are not limited to, networks, computer hardware and software, computer labs,
classroom technologies such as computer-based instructional management systems, computing and
electronic communications devices and services, modems, email, faxes, telephones, voicemail, video,
multi-function printing devices, mobile devices, multimedia and instructional materials, and third-party
hosted services used to conduct NEIU business.

User - An individual or entity authorized to use NEIU Information Technology Resources (ITR).

[llinois Criminal Code of 2012 (720 ILCS 5/16D-3, 720 ILCS 5/26.5-2)

University Information Technology Resources are to be used to advance the University’s mission.


https://www.ilga.gov/legislation/ilcs/fulltext.asp?DocName=072000050K17-51
https://www.ilga.gov/legislation/ilcs/fulltext.asp?DocName=072000050K26.5-2
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/sites/neiu.edu/files/migrated-about-body/documents/arrempas/Pol_A1.2_Charitable%20Solicitation_2017.06.12.FINAL_REVISION.pdf
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or electronic device at any time. Any monitoring of a specific individual's voice mails, emalil
exchanges, internet use, or personal computer files, shall be done only with reasonable suspicion of
improper conduct and with written notice, when necessary. The Chief Information Officer or designee
must approve any request to monitor, inspect or examine electronic content on any University-owned





/sites/default/files/documents/2022/06/29/Pol_I1.02.2%20Infor_Sec_Incident_Mgt_Interim%20Policy_06222022.pdf
/sites/default/files/documents/2022/06/29/Pol_I1.02.4.%20Identity%20Protection_Interim%20Policy_06162022.pdf
http://neiu.edu/about/sites/neiu.edu.about/files/documents/arrempas/I1.02.1%20Strong%20Password.pdf
http://www.neiu.edu/about/sites/neiu.edu.about/files/documents/2015/03/I1.02.3.SoftwareAppSec_REVISION.2014.12.01.FINAL_.pdf
http://neiu.edu/about/sites/neiu.edu.about/files/documents/arrempas/I1.03.1%20University%20Email.pdf
https://docs.google.com/document/d/1whbe97QTmLtswrp6DrRpiRNMJU7l8mHv/edit
mailto:helpdesk@neiu.edu?subject=Acceptable%20Use%20of%20Information%20Technology%20Resources%20Policy

